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Multilevel Security for Cross-Domain Sharing
Operational Payoff/Transition Targets
Benefits of this work include a significant step toward providing features for the GIG
such as Dynamic Security Services and Risk Adaptive Access Control. It provides a
dramatic physical footprint reduction of systems needed to access information at
different classifications, while affording user-friendly interfaces and highly trustworthy
protection of information from unauthorized access.  The results can be used in joint
interoperability demonstrations, with subsequent technology transfer.
Technical Objective:  Controlled access to assets at different classification levels with protection of
those assets with high assurance technology.
Technology Challenge:  Provide users with standard office productivity tools for creation and
management of information while protecting against leakage of classified information.
Technical Approaches:  Highly trustworthy servers provide a locus of security policy enforcement,
while highly trustworthy appliances ensure unspoofable authentication of users and security levels.
Commodity PCs, office productivity tool and DoD applications provide the user interface.
Project Objective
Experimentation framework for research on high assurance distributed multilevel
security (MLS).  Provide a coherent view of cross-domain information through
simultaneous access to information at different security levels; access to existing
networks (e.g., NIPRNET, SIPRNET); secure data storage; dynamic security services;
and ergonomic security.  This is an on-going project.
Users need convenient
access to assets at
different classification
levels, yet these assets
must be protected from
unauthorized leakage.
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